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Cyber According to:

“There was an electronic 
device involved. By 

definition, that’s cyber.” 
- Special Agent Avery Ryan

@SwiftOnSecurity



CYBERSPACE OPERATIONS:
Cyberspace Operations are the employment of cyberspace 
capabilities where the primary purpose is to achieve 
objectives in or through cyberspace. Cyberspace 
Operations are composed of the military, intelligence, and 
ordinary business operations of DOD in and through 
cyberspace. The military component of Cyberspace 
Operations, which is the only one guided by joint doctrine, 
is the focus of this publication. Combatant commanders 
(CCDRs) use Cyberspace Operations in and through 
cyberspace in support of military objectives. 

JP 3-12: Cyberspace Operations



Cyber by analogy
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Cyber by analogy

Ogres are like onions.
Layers!

Onions have layers.
Ogres have layers! 
Onions have layers. 

You get it?
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Cyber...



Twitter Says...



Dijkstra says...

"the most common way of 
trying to cope with novelty [is] 
by means of metaphors and 
analogies [...] in the case of a 
sharp discontinuity, however, 
the method breaks  down: 
though we may glorify it with 
the name 'common sense', 
our past experience is no 
longer relevant" 



Musk says...

"physics teaches you to 

reason from first principles 

rather than by analogy"



What can we learn from Physics?

"If it disagrees with 
experiment, it is wrong"

-Richard Feynman

- Gerry Mooney



CODE

A First Principle for Cyber



A First Principle for Cyber

CONFLICT in

CODE
for CONTROL



A First Principle for Cyber
CONFLICT in CODE for CONTROL

Hacker Ethic
“get [technology] to do things it was 
never intended to do.”
- Mudge (1997)



Corollaries

Abstraction
Asymmetry
Expertise

Tools

CONFLICT in CODE for CONTROL



Abstraction

“Computer Science is a science 
of abstraction - creating the 
right model for a problem and 
devising the appropriate 
mechanizable techniques to 
solve it.”
- A. Aho and J. Ullman



Abstraction

Manifest in code

Slays complexity

But... mind the gap



Asymmetry

“to circumvent or negate an opponent’s 
strengths while exploiting his weaknesses”

JP 1-02

ExploitMitigation

Vulnerability
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Asymmetry

The nature of the conflict in code

SQL Slammer
1 packet
376 bytes
10 minutes
75,000 victims



Expertise

The depth of abstraction one has mastered

Attitude  / Aptitude / Ability

Expertise

Depth of 
Mastery

low high

high



Expertise

Depth of 
Mastery

low high

high

in the context of conflict in code for control

Black 
Box 
User Tool 

User

Creator



Tools

"Give me a long enough lever and a place 
to rest it, and I will move the Earth"

- Archimedes

Intermediary between intent and action

CODE



Tools



Tools

HDMoore’s Law

“Casual Attacker power 
grows at the rate of 

Metasploit”

- Joshua Corman



Tools

HDMoore’s Law
“Casual Attacker power grows at the rate of 

Metasploit”
- Joshua Corman

Generalized Law of Tools

All actors capacity for control 
grows at the rate of their tools



A First Principle for Cyber

CONFLICT in CODE for CONTROL

Corollaries

Dual Edged Sword of Abstraction
Winner takes all Asymmetry

Compounding returns of Expertise
Intent actioned by Tools



Principle Applied to the Force

What type of a resource is the Cyber 
Mission Force?

What is possible at the Brigade level?

How do we maximize the effectiveness 
of our expertise?



A First Principle for Cyber

CONFLICT in CODE for CONTROL

Corollaries

Dual Edged Sword of Abstraction
Winner takes all Asymmetry

Compounding returns of Expertise
Intent actioned by Tools
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