Hacking During Work

Hours
AvengerCon 2018




WHAT/IEITOLDYOU

, 3

: Y
YOUIRE PREACHING
TO THE CHOIR

quickmetnes



\Y[=

‘e ARMY GYBER
4 WY INSTITUTE

% '~
) . AT WEST POINT
12

(= All-Army

yberStakes



\Y[=

bfe

LLGC I
@ Hll"ﬂpml.'l PIcoCTF
yberStakes

SSTTON
A X
17 Q
N Y\
@ | 2
I i
\ 1
= 194
% 4/
\ ._01._




\Y[=

bfe

==

% ARMY CYBER

A

W\
1O | <)
- 0
\ 12
< )
19,
L < &

"INSTITUTE

AT WEST POINT

(< All-Arm e
I_.||JIEI"51IEI|12£S|:




The Jargon File

hack

- To interact with a computer in a playful and exploratory rather than goal-directed
way. “Whatcha up to?” “Oh, just hacking.”

hacker

- A person who enjoys exploring the details of programmable systems and how to
stretch their capabilities, as opposed to most users, who prefer to learn only the
minimum necessary.

- One who enjoys the intellectual challenge of creatively overcoming or
circumventing limitations.



Premise 1

The Cyber domain is inherently
technical.

Specific future tasks are unpredictable.



Premise 2

Effectiveness
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Premise 3

“The Army trains to win. Training
prepares the Army...”

- ADP 7-0 (Training)



The Pitch

Capture the Flag = Training

Hacking During Work Hours
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Authentic flaws

Progressive difficulty

Challenge Based

Objective Results

Applied knowledge

Intentionally Reduced Gomplexity









CGTE = Deliberate Practice

e hreak down the skill

PEAK

SECRETS FROM

e immediate feedback THE NEW SCIENCE

OF EXPERTISE
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HACKING
DueinGg Work
HOURS IS LIKE
JET FUVEL
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Fine Print
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The The many Maxims
o@ Maximall E%ecfive
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Keep it stupid simple
A fun CTF is a good CTF
Nerds like learning
Sucky CTFs suck
Work to the fourth

http://captf.com/maxims.html
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HOW TO GET STARTED TODAY

PIcOCTF

Hosted by Carnegie Mellon CyLab

2018 COMPETITION ENDED
YEAR-ROUND PLAY OPEN

PLAY NOW

https://picoctf.com/ https://365.csaw.io
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HOW TO BRING TO YOUR UNIT THIS WEEK

fexh ARMY CYBER

Capture
the Flag

About Competitors Leaders Team

Presenting the 2018

All-Army
yberStakes

30 November to 9 December

ies and ROTC)

An individual, online capture-the-flag (CTF) competition to test your hacking skills. Open
to all federal government employees, ROTC, and service academy students.

Find out More

https://acictf.com



HOW TO INSTILL

THIS MENTALITY

ACROSS THE
FORCE

TO BE HACKING




1. Dedicate Time
2. Recognize Excellence

3. Build organic expertise
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Domain requires technical training

CTE's are Training

Hacking During Work Hours



Thank You
#HDWH
https://acictf.com




